
 

Understanding the ZigBee™ Application Framework 

Abstract 
This paper provides an introductory description of the 
ZigBee application framework. Topics include the 
application layer structure, the ZigBee Cluster Library, 
the ZigBee Device Profile and the process for 
developing a new application. 

Introduction 
IEEE 802.15.4™ and ZigBee are standards-based 
protocols that provide the network infrastructure 
required for wireless sensor network applications. 
802.15.4 itself defines the physical and MAC layers, 
whereas ZigBee defines the network and application 
layers. 

For sensor network applications, key design 
requirements revolve around long battery life, low 
cost, small footprint and mesh-networking to support 
communication between large numbers of devices in 
an interoperable and multi-application environment. 
These have driven the specifications for 802.15.4 and 
ZigBee to deliver a simple yet relatively resilient, 
large-scale, multi-hop wireless network with the 
ability to support many different applications in an 
interoperable and scalable way. 

This whitepaper is an introduction to ZigBee’s 
application layer. The application layer provides the 
protocol support to enable application-level 
communication. The following sections will discuss a 
range of application layer concepts. It begins with a 
review of the structure of the application layer and 
covers topics such how applications communicate 
and bind to each other. The ZigBee Cluster Library 
which offers greater reusability of ZigBee methods 
will be described. The ZigBee Device Profile, which 
facilitates the management of ZigBee devices and 
networks will also be examined. The whitepaper will 
then conclude with a discussion on the steps taken to 
develop a new ZigBee application  

How applications communicate  

ZigBee Architecture overview  

Using a layered communications architecture, ZigBee 
makes use of the IEEE 802.15.4 Media Access Control 
(MAC) and Physical (PHY) layers, and itself defines a 
Network (NWK) layer, along with the three green 
application layer components and a security 
component. This architecture is shown in  Figure 1. 

 
Figure 1 The ZigBee Stack 

This paper focuses on the three green application 
components. For an introduction to the NWK and 
MAC layers, please refer to the “Understanding the 
802.15.4 and ZigBee Networking” whitepaper1

ZigBee Devices 

. 

A ZigBee device is a physical object equipped with a 
radio. Simple examples include a light switch, 
thermostat, and remote control. Logically separate 
functions may be implemented in a single device, and 
as such share the same radio for communication 
purposes. For example, a temperature sensor and 
accelerometer could be combined within a single 
device used for industrial plant monitoring 
applications.  

A set of inter-communicating devices implement an 
application, such as a home automation system). 
While the PHY, MAC and NWK layers are used to 
create and maintain the communication network 
interconnecting individual ZigBee devices, the 
application support (APS) sub-layer is used to 

                                                   
1 The “Understanding the 802.15.4 and ZigBee Networking” whitepaper 
can be obtained from http://www.daintree.net/learning. 
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communicate application layer information between 
devices, such as a light switch commanding a light to 
turn on or off. 

Communicating through the Application Support 
Sub-Layer – Profiles, Clusters and Endpoints 

As described above, the application support sub-layer 
provides communications support for applications. In 
particular, it defines the communication structures 
used by the application layer – namely application 
profiles, clusters and endpoints (or EPs). 

An application profile describes a collection of 
devices employed for a specific application, and 
implicitly, the messaging scheme between these 
devices. For instance, there are application profiles 
defined for home automation systems and 
commercial, industrial and institutional systems. A 
profile ID is allocated to each application to uniquely 
identify that application. 

Devices within an application profile communicate 
with each other by means of clusters, which may be 
inputs to or outputs from the device. For instance, in 
the home automation profile, there is a cluster 
dedicated to the control of lighting subsystems. A 
cluster ID uniquely identifies clusters within the 
scope of a particular profile. 

An endpoint defines a communication entity within a 
device through which a specific application is carried. 
It is conceptually similar to a TCP port in the TCP/IP 
world, where, for instance,  web traffic is carried by 
HTTP over port 80. In a ZigBee example, a remote 
control might allocate endpoint 6 for the control of 
lights in the master bedroom, endpoint 8 to manage 
the heating and air-conditioning system and 
endpoint 12 for controlling the security system. This 
then allows the remote control to independently 
communicate to these devices and identify which 
packets were intending for each application and 
device. 

In all, 240 endpoints are available for use within any 
ZigBee device, with endpoint zero dedicated to the 
ZigBee Device Object (ZDO). The ZDO provides control 
and management commands, and will be discussed in 
a later section. 

Standard and Private Application Profiles 

In many cases, interoperability between devices from 
multiple manufacturers is important. Consider a 
commercial building automation system. A systems 
integrator may construct such a system from various 
specialty suppliers – lighting controls and fixtures, 
occupancy sensors and so forth. In these situations, it 
is important that such devices implement a 
compatible set of (or at least sub-set of) clusters. The 
ZigBee Alliance is defining a broad set of standard 
application profiles across many application areas. 
ZigBee makes allowance for vendors to implement 
private extensions to a standard application profile 
through the use of additional clusters not included in 
the relevant standard application profile. 

There are however many situations where the 
application is of a specialist nature where no 
standard application profile has been defined, or 
alternatively, the implementer wishes to maintain a 
closed (single vendor) environment. For this reason 
the implementer may define their own private 
application profile, and implicitly, device and cluster 
definitions. For expediency and ease of 
implementation an application developer may of 
course use existing standard application profiles as a 
starting point, and either lightly or heavily modify 
them. Notwithstanding commercial considerations 
including a desire for multi-vendor interoperability or 
ZigBee branding there is no requirement that 
standard application profiles be used.   

Binding Devices 

Bindings are connections between endpoints. An 
example based on the remote control mentioned 
earlier is shown in  Figure 2. In this example, we 
observe that the remote control has bindings to all 
four devices – endpoint 6 of the remote control is 
bound to endpoint 3 of the master bedroom light, 
endpoint 8 of the remote control is bound to 
endpoint 1 of the heating and air-conditioning 
system, and so forth. 

To complete the earlier discussion, consider this. 
Bindings are connections between two endpoints, 
with each binding supporting a specific application 
profile, and each message type is represented by a 
cluster (within that profile). When combined with the 
network source and destination address (which 
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identifies a particular radio), an APS frame containing 
the source and/or the destination endpoint, cluster ID 
and profile ID uniquely identifies a specific message 
type within a specific profile between two application 
endpoints associated with two specific devices.  

 
Figure 2 Simple Binding Example 

A More Complex Binding Example 

To demonstrate ZigBee’s flexibility in handling other 
scenarios, consider the more complex binding 
example in  Figure 3. In this example, we focus on a 
lighting system. Box (a) at the top shows a 3-way 
switch scenario while boxes (b,c) shows how multiple 
devices can be attached to a single radio. 

For box (a), a light switch along with the remote 
control on the left, are bound to the master bedroom 
main light on the right. In this example, we construct 
a 3-way switch, with both the master bedroom 
switch and the remote control acting as switches on 
the master bedroom light. This is achieved through 
two separate bindings, with both endpoints on the 
lighting device controlling the light bulb. 

In boxes (b,c), a single radio on the right controls 
both the two hallway lights and the attic light. By 
binding the remote control and the attic switch to 
separate endpoints on the hallway/attic device, the 
same radio device can allow independent control of 
independent attached lights. The remote control, 
bound to the two hallway lights will independently 

control these lights, while the attic switch is 
independently bound to the attic light. 

 
Figure 3 Complex Binding Example 

Where are Bindings Stored? 

The storage of binding information is an important 
design consideration. The most obvious place to store 
binding information is within the source device. For 
instance, a remote control could store the addresses 
and endpoint IDs of all the applications it needs to 
communicate with (see  Figure 4). In this case, it uses 
direct binding by constructing a packet that contains 
all the information necessary to send that packet to 
its peer application. This is sometimes known as 
source binding, since the source device has the 
necessary binding information. 

 
Figure 4 Direct Binding2

                                                   
2 The fields shown in this diagram are a subset of the fields in the packet 
and not necessarily in the order they are communicated. They merely 
represent the critical fields for the transaction. 
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Several limitations exist with direct binding. The 
device must have sufficient memory to store all this 
information about all its peer applications and 
devices. However, this might not be possible (or too 
expensive) for a simple device. When the device fails, 
the binding information stored within the device may 
be lost. Should its peer device be replaced or fail, 
updating this information in the device will be 
difficult. 

One solution that ZigBee offers is to use a binding 
cache. This can be located in an intermediary device 
that provides a lookup table mapping the source 
endpoint and address to the corresponding 
destination endpoint and address (see  Figure 5). 

 
Figure 5 Indirect Binding 

Indirect binding through a cache does add additional 
communication overhead, since all messages must go 
through the cache, rather than directly to the end 
device. However, indirect binding does eliminate the 
need for additional memory in the end device. It also 
enables more effective binding management. If a 
device needs to be replaced, only the binding cache 
needs to be notified rather than all devices that had a 
binding relationship with the device being replaced. 
Should the source device fail, a replacement device 
could simply notify the binding cache that it is 
replacing the previous device and reuse the bindings 
from the old device. 

In the next revision of the ZigBee specification 
(v1.1)3

                                                   
3 At the time writing, this new revision is expected to be ratified in Q3, 
2006. Note too that this document will use the term “v1.1” to describe 
this new revision although the ZigBee Alliance has not yet confirmed the 
use of this term for this new release. 

, a collection of new methods provide more 
substantial binding cache management capabilities. 
These include support for a secondary cache to 

backup and restore the primary cache in case of 
failure. Revision 1.1 also offers new methods to 
download binding information from a cache to an 
end device to enable the end device to use direct 
binding, thereby eliminating the need for 
communication through the cache, while still 
preserving the benefits of a cache. 

ZigBee Cluster Library 
Another significant addition to the ZigBee 
specification in revision 1.1 is the ZigBee Cluster 
Library (ZCL). As mentioned earlier, a cluster is a 
message, or a collection of similar messages. The ZCL 
offers cluster reusability by abstracting clusters used 
across many applications and placing them in a 
library encompassed by a particular functional 
domain. As an example, clusters for controlling 
lighting devices, which are used in both residential 
and commercial application domains reside in a 
library associated with a lighting functional domain 
and may be used in both residential and commercial 
building automation, as well as other applications. 

How Does The ZCL Work? 

The ZCL defines a library4

To demonstrate this, consider a fragment of a Profile 
Editor shown in 

 of clusters which may be 
utilized by any application. The designer simply 
extracts the needed clusters from the relevant 
libraries and assigns a cluster ID to each such cluster.  

 Figure 6.  

 
Figure 6 ZigBee Cluster Library 

                                                   
4 ZigBee specifications call these libraries, “Functional Domains” 



Understanding the ZigBee Application Framework 

Daintree Networks, 2006   5 

Here, we observe a list of available libraries from 
ZigBee Cluster Library (left panel) – General, Lighting, 
and so forth. For each library, a number of clusters 
are available. In  Figure 6, the clusters for the selected 
library, the General library, are listed on the right 
panel – Basic, Power Configuration and so forth.  

Application developers can select the clusters they 
require from ZCL to construct their new private 
application profile in its entirety if all necessary 
clusters are already defined in the library. 
Alternatively, some of the clusters from the library 
may be used as a base, and additional clusters may be 
added as required by the specific application. 

As an example, consider the Home Automation 
profile. This profile is one of the first application 
profiles to use the ZCL. The clusters used by the Home 
Automation profile are shown in another fragment of 
the same Profile Editor in  Figure 7.  

 
Figure 7 Home Automation Profile Cluster List 

The cluster IDs assigned to each of these clusters are 
listed on the left column. To examine the details, use 
 Figure 6 and  Figure 7 as a reference and following 
the red rectangles – cluster ID 0x0004 of profile ID 
0x0104 (Home Automation) is the On/Off control 

cluster, which is sourced from the General library’s 
On/Off cluster. 

It should be noted that the Home Automation 
application profile cluster list defines the complete 
set of clusters that are required by all supported 
device types in the Home Automation application. As 
a result, the list of clusters shown in  Figure 7 
encompasses devices ranging from simple light 
switches and lights, to heating and security systems. 

By using this method, any new (standard or private) 
application profile can reuse and inherit clusters that 
were previously defined in the cluster library to get 
started rapidly. 

A More Detailed Look at the ZigBee Cluster 
Library – Device Descriptors 

For a deeper look at the ZCL framework, consider the 
Home Automation example discussed earlier. As an 
application, Home Automation includes a number of 
different devices, including a basic On/Off Switch to 
control the lights, and Pump Controls to manage the 
heating system, amongst others. 

An On/Off Switch to control a light requires little 
more than an On/Off command. Referring to  Figure 7, 
the General:On/Off cluster (Id = 0x0004) is the main 
cluster used by such a device. This provides the 
command to turn a device on, off, or to toggle its 
on/off state. Remember, the device that actually 
receives this command from the switch will be the 
device that the switch is bound to (as discussed in 
earlier sections on binding). 

However, the Home Automation profile also includes 
three other clusters with the “on/off switch”, largely 
for management purposes. These are: 

- General:On/Off Switch Configuration cluster (Id = 
0x0005) which is used to configure the switch, for 
instance to be a toggle switch, as distinct from a 
pushbutton switch. 

- General:Basic cluster (Id = 0x0000) which is used to 
store general information such the switch’s revision 
number, manufacturer and physical location (if used) 

- General:Identify cluster (Id = 0x0003) which is used 
to tag a device (or more likely, a collection of devices) 
for management usage (such as commissioning). 
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Collectively, these four clusters, define the required 
commands that must be implemented on the Home 
Automation On/Off Switch5

To complete the picture, consider 

. 

 Figure 8.  

 
Figure 8 A Complete View of a ZigBee Application 

In box (a) at the top, the relationship between the 
cluster library and an application profile is 
highlighted – the application profile extracts the 
required clusters from the libraries and assigns 
cluster IDs to them (designated by the number in the 
top-right box). A different profile may use the same 
cluster, but could assign a different  cluster ID to that 
cluster. As a result, the combination of the profile ID 
and the cluster ID uniquely identifies a cluster within 
the context of that profile. 

In the bottom-right of  Figure 8, individual devices 
(within the application profile) use a subset of the 
clusters from the application profile to define a 
device, in this case an On/Off Switch6

                                                   
5 Some clusters are mandatory, others are optional. 

. This device 
definition is then associated to a particular endpoint 
on the actual device. The combination of the device 

6 Devices would normally only support the necessary clusters for that 
device in order to minimize the amount of code required for that device. 

definition and the endpoint it is associated to is often 
known as the device descriptor, highlighted by box(b). 
A more complex device, such as a remote control 
could have device definitions attached to multiple 
endpoints, as mentioned earlier. And finally, using 
one of the binding techniques mentioned earlier, that 
endpoint (1) is bound to a corresponding endpoint (2) 
on another device (as shown in box(c)), which enables 
communication between the two devices. 
Specifically, the act of turning on the light will be 
handled by sending a cluster 0x0004 (On/Off cluster) 
message from endpoint 1 of the light switch to 
endpoint 2 of the light that it is bound to. 

The ZigBee Device Profile 
In the earlier discussion on bindings, references were 
made to commands being available to manage 
bindings. These commands are part of a suite of 
commands within the ZigBee Device Object, or ZDO. 
This object provides management commands 
common to all ZigBee applications and devices and, 
as shown in  Figure 1, it is implemented on endpoint 
zero of all ZigBee devices7

At the time of writing, the following management 
functions are supported by this profile. 

. The definitions of the 
clusters used by ZDO are described by the ZigBee 
Device Profile. 

• Device and Service Discovery 

• Binding Management 

• Network Management 

These commands are over-the-air commands, 
enabling any ZigBee device or tool to use them for a 
variety of different purposes, including 
commissioning and management. 

Device Discovery commands offer the means to 
determine what devices are on the network, their 
addresses and the list of their children devices. They 
can also provide information about the device, 
including whether it is coordinator, router or end 
device, manufacturer or product information and 
even its power source and current battery level.  

                                                   
7 While support for the ZDO is required on all ZigBee devicecs, not all ZDO 
commands are mandatory. 
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Service Discovery commands, in contrast, enable the 
determination of services offered by devices. Using 
these commands, it possible to determine which 
endpoints are active on a device, what profiles are 
associated with each endpoint (i.e., the device 
descriptor, as mentioned earlier) and to match device 
descriptors between two devices. 

Binding Management commands offer the means to 
manage bindings between devices. This is explored in 
greater detail in a sidebar. 

Finally, Network Management commands provide a 
way to collect information and control devices for 
network management purposes. They provide 
information such as the list of ZigBee networks that a 
device is able to detect, the quality of the radio link 
with its neighbors, and the contents of its routing 
and binding tables. For control purposes, there are 
commands to instruct a device to join or leave the 
network. 

A Closer Look At Binding Management 

One of the more significant changes to the ZigBee 
specification in release 1.1 is binding management. In 
this release, a series of commands have been 
introduced to provide even more flexibility to binding 
management. Since these changes are relatively new 
and important, it is worth investigating them in 
greater detail. This discussion will also elaborate 
further on how ZigBee Device Profile commands can 
be used, starting with the existing binding 
commands, followed by a description of several new 
and important commands. 

The End_Device_Bind command is used to facilitate 
binding through external stimulus. As an example, 
two end devices may have binding buttons, which, 
when pressed would send an End_Device_Bind 
command to the binding cache, as shown in  Figure 9. 
The binding cache then attempts to match the profile 
and cluster IDs8

                                                   
8 Cluster are asymmetric in the sense that communication from one 
device to another will, in general never occur in the reverse direction. As 
an example, a light switch can initiate a on/off command to the light 
bulb, but never the reverse. The ZigBee specification therefore describes 
supported clusters in terms input and output clusters, and when the 
binding cache matches clusters, it will match the input cluster of one 
device to the output of the other. 

 from the two devices if both 
commands were received within a preconfigured 

timeout period from each other. If a successful match 
is made, the binding cache will add this binding to 
the binding table. Thereafter, indirect binding, as 
described earlier, can occur. 

 
Figure 9 End Device Bind Command 

When a device knows exactly which device it needs 
to bind itself to, it can do one of two things – send 
messages directly (direct or source binding), or it may 
choose to send that information to the binding cache 
(as shown in  Figure 10), and thereafter, use indirect 
binding through the binding cache. In the latter case, 
the Bind command facilitates this. It should be noted 
that the Bind command can be sent by any device, 
including one of the two devices that are part of the 
binding, or a device that is not part of the binding. 

 
Figure 10 Bind Command 

These two binding commands, supported in earlier 
releases of the ZigBee specification have been 
enhanced through the following additional 
commands: 

- Bind_Register, which allows devices to register with 
the binding cache and download all bindings stored 
in the cache for that device. 
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- Replace_Device, which allow a new device (Y) to 
request that entries within the binding cache for an 
old device (X) be replaced by the new device (Y). 

- Backup_Bind_Table and Recover_Bind_Table to 
backup the primary binding cache to the second 
binding cache, and to recover the information from 
the secondary binding cache.  

These are a few of the new commands available to 
facilitate binding management and open up a variety 
of new options for managing bindings. To explain 
this, consider the scenario shown in in  Figure 11.  

 
Figure 11 Binding Scenario 

Starting in box (a), end devices are bound using some 
physical input (say, a button on each device and the 
remote control). Using the End_Device_Bind 
command, these bindings populate the binding cache. 

In box (b), the remote control then issues a 
Bind_Register command to download all bindings for 
which it is the source device. This then allows the 
remote control to directly communicate to other 
devices without communicating via the binding 
cache. Finally, in box (c), should the lighting device 
fail, a replacement device would be substituted, and 
it would issue a Replace_Device notification  to the 
binding cache that the original lighting device should 
be replaced by the new lighting device. The binding 

cache would then note that the remote control 
currently stores its own copy of its bindings for 
source binding, and would then send a 
Replace_Device command to the remote control to 
have its local copy of the binding replaced as well. 

This short discussion describes a specific binding 
management scenario for this specific application. Of 
course, each application will be different, but a range 
of binding command are available to facilitate many 
different scenarios. 

Developing A New Application 
Building on earlier discussions, this section describes 
a typical process for developing a new application. 

Defining and Implementing the Application 
Profile  

The first step is to define the application profile. As 
part of this exercise, an application profile, along 
with device definitions are required to meet the 
specific requirements of the application. As 
mentioned in the discussion on the ZigBee Cluster 
Library, where possible this library should be used to 
leverage existing definitions and code available from 
the platform provider. As shown in  Figure 8, the 
application profile, along with the device definition 
ultimately leads to device descriptors that are 
downloaded into devices. 

Following the definition of the application profile is 
of course, the development of the necessary code for 
devices around these definitions. With 
standardization around the ZCL framework, 
development tools will be increasingly available using 
standard description languages such as XML, as well 
as for analysis and testing. This facilitates a single 
definition of the application profile that may 
propagate through the entire development, test and 
commissioning tool chain. 

To demonstrate the use of XML to achieve this, 
consider  Figure 12, which shows a fragment of XML 
code used to define the ZCL. In this fragment, the 
On/Off cluster from the ZCL General library (see 
 Figure 6) is defined. This definition defines the over-
the-air message format, including the available 
commands (in the bottom half), which includes On, 
Off and Toggle. 
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Figure 12 ZCL Definition in XML 

 
Figure 13 HA Definition in XML 

A corresponding XML file then includes the definition 
of the Home Automation application profile (or a new 
application profile), as shown in  Figure 13. Here, we 
observe, in the top red rectangle, the definition of the 
application profile, and in the bottom red rectangle, 
the assignment of the On/Off cluster from the ZCL to 
cluster ID 0x04.  

Proprietary vs. Standards-Based and Implications 
on Certification 

Another design consideration is the importance of 
standards-based application profiles, as distinct from 
a proprietary (private) application profiles.  

Where interoperability with devices from other 
manufacturers is required, standards-based 
application profiles need to be defined. The ZigBee 
Alliance’s Application Framework Group provides the 
forum to enable interested parties to work together 
to achieve this. Accompanying this effort is a 
compliance program (recognizing the product as a 
ZigBee Certified Product)  that is facilitated by the 
ZigBee Alliance to ensure interoperability between all 
devices that adopt such a standards-based 
application profile. Refer to the ZigBee Alliance for 
current information and policy concerning 
compliance programs. 

Selection and Deployment of An Appropriate 
Commissioning Model 

Some applications have minimal requirements for 
commissioning. Others have more complex 
requirements to fit into existing commissioning 
workflows. Commissioning incorporates both the 
device admission process (which includes security 
considerations and troubleshooting requirements, but 
was not discussed in this document), and includes 
selection of the binding management model, which 
was discussed earlier in this document. 

Concluding Remarks 
This paper has provided an introductory description of 
the ZigBee application framework. It covers a range 
of topics on the structure, operation and 
development of ZigBee applications.
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About Daintree Networks  
Based in Mountain View, California, Daintree Networks is a clean technology company that provides wireless 
control solutions for commercial buildings. Daintree has a strong background in wireless sensor and control 
mesh networking, with extensive knowledge and experience gained through its industry-standard design 
verification and operational support tool, the Sensor Network Analyzer (SNA). In addition to wireless embedded 
expertise, Daintree has put together a team of seasoned professionals from the lighting, telecommunications 
and networking worlds. Daintree’s expertise and knowledge is now being focused on the development of cost-
effective building automation systems. These provide benefits including reduced energy consumption, costs and 
carbon footprint, compliance with new “green” building regulations, and cost savings available through 
government rebates and the ability to take advantage of demand response programs. 

Daintree’s Wireless Lighting Control Solution (WLCS) allows lighting manufacturers to speed their time to 
market, and enables them to deliver powerful, comprehensive, flexible, and reliable wireless lighting control 
systems for commercial buildings. For more information, visit www.daintree.net or email sales@daintree.net 
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